Frida

http://frida.github.io/



Demo: screencast



Nomenclature

* Debugger
* Agent
* Target



Architecture

Python Skype

hackito.py
hackito.js

frida-gum

frida-python

hackito.js
frida-core




Demo: attach()



Demo: enumerate modules()



Demo: inspecting and manipulating
function calls



Demo: communicating with a target
process



Example: .NET binding



Example: browser plugin



Questions?



Thanks!

e Documentation: http://frida.github.io/
 Code: http://github.com/frida
e Chat: #frida @ FreeNode




